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As a result of the September 11 terrorists attacks, there has been a growing interest in all forms of terrorism, including agroterrorism. Agroterrorism involves the act of any person knowingly or maliciously using biological agents as weapons against the agricultural industry and the food supply.

Even before September 11, legislators in Indiana focused on animal agricultural terrorism and passed a law (PL156) in 2001 that classified agroterrorism as a weapon of mass destruction. What’s particularly important about the legislation is that it recognizes that there had been few direct penalties for the deliberate spread of diseases. The state’s new law defines agroterrorism, classifies it as a Class C felony, and provides for criminal penalties for people convicted of agroterrorism. Other states, such as Pennsylvania, passed laws that include cost and reimbursement penalties.

At this point no one can accurately describe the risks of agroterrorism. This risk can only be stated as a possibility. Whether or not it is probable is an issue for anti-terrorists specialists. Therefore this paper does not suggest the probability of agroterrorism taking place in the U.S.; instead it looks at the possible cost risks, addresses the history and possibility, and shares some recommendations for countering agroterrorism.

Potential Cost Risks
The cost of recovering from serious animal disease outbreaks is much higher than just the cost of livestock and the disposal of the animals. As seen in the outbreak of Foot and Mouth Disease (FMD) in Great Britain, the cost of the disease also spreads to the value of lost trade and/or into industries such as tourism.

In the May 2001 issue of Purdue Agricultural Economics Report (PAER), the authors noted, “No one can come up with a specific dollar cost for Foot and Mouth Disease outbreak. One study done some years ago has a range of $2 billion to $24 billion depending on the extent of the outbreak.”

Most experts have looked at natural outbreaks of diseases to gauge the impact. The problem is that there are no data suggesting that the effects of natural outbreaks and those caused by terrorism are comparable, but Ken Foster, Purdue professor in the Department of Agricultural Economics, asserts that “agroterrorism outbreaks will have a much higher cost than natural outbreaks because the terrorist will behave strategically in an attempt to create maximum damage."

The experts appear to agree on one thing. The cost in terms of damages is directly proportional to the time it takes to diagnose the disease.2 The longer it takes to diagnose a disease, the more it could spread and cause potentially extensive losses of production and exports due to sanctions against the U.S.

The following, based on past experiences, should serve as a guide to actual costs.

Livestock: In Belgium recently, the prime minister was forced to resign after the cancer-causing chemical dioxin was found in fat that contaminated batches of chicken and animal feed shipped to 1,400 poultry producers in Belgium, parts of France, and the Netherlands. When the problem was discovered, Belgian chickens and chicken by-products, and then pork and beef, were quickly banned across Europe and Asia. The contamination cost the Belgian economy nearly $1 billion. American officials said a similar food contaminate scare in the U.S. could jeopardize $140 billion in annual U.S. agricultural exports.4
Crops:  In 1970, Leaf blight destroyed about $1 billion worth of corn in the United States.5  Don Huber, professor of plant pathology at Purdue University notes, “If the infection halts U.S. crop exports, as the presence of Karnel bunt did for Durham wheat in the early 1990s, losses could easily mount to $100 billion.”

Recent History of Agroterrorism

During World War II, Canada, Great Britain, Japan, the United States, and the USSR studied many animal and plant diseases for offensive and defensive programs. Anthrax, brucellosis, and glanders, which are both antipersonnel and antianimal agents, were all evaluated for mass production. Other primarily defensive work was done on rinderpest, Newcastle disease, and fowl plague.6 Crop diseases evaluated and/or produced for potential agroterrorism included: late blight of potato, rice blast, brown spot of rice, rubber leaf blight, Southern blight, and wheat rusts.

Although Japan’s massive biological weapons (BW) program in World War II was concerned primarily with human diseases, considerable research on crop diseases was done as well.  The U.S. scrubbed its biological weapons program in 1969, but it continued defensive research. In 1972, the US, Soviet Union, Great Britain, and Canada agreed to the Biological Weapons Convention (BWC), which prohibits the acquisition and use of biological weapons. By 1975, the U.S. had destroyed its remaining BW stockpiles.7
The Soviet BW program did not end with BWC. It grew during the 1970s and 1980s to include more than 30,000 scientists and workers, as well as seven production and two storage facilities.8 Iraq is also known to have developed a BW potential recently, including anti-personnel, animal and crop agents. Its crops research has been primarily devoted to fungi that cause damaging diseases to cereal crops such as rusts, blasts, and smuts.9
Even with all of the research on BW, it has rarely been proven to have been used against agricultural targets. During World War I the Germans clandestinely inoculated horses and mules being shipped from U.S. ports to the Allies with anthrax and glanders by swabbing the animals’  muzzles with infectious agents.10  While these pathogens carried risks to humans as well as to animals, no instances of human illness were recorded.11  This was part of Germany’s larger biological sabotage program, in which they attempted to infect draft, Calvary, and military livestock between 1915 and 1918 in Romania, Spain, Norway, Argentina, and the U.S.

Japan is alleged to have used animal and plant pathogens, including rinderpest and anthrax, against Russia and Mongolia in 1940.12  This, however, seems to be the only actual use of BW against agriculture during World War II, despite the extensive research efforts in several countries at the time.13
The Chronology of CBW Attacks Targeting Crops and Livestock, maintained by the Center For Nonproliferation Studies at the Monterey Institute of International Studies, indicates that since 1915, there have been 19 acts of agroterrorism around the world, five of which have taken place in the U.S.14  Most of those were isolated situations, but in 1989 a group claimed responsibility for the Med fly infestation in southern California. In addition, in 1996 the CIA investigated a claim that the Florida citrus canker outbreak was a result of the Cuban biological weapons program. But neither case was substantiated, a problem with BW, according to Huber.

Possibility or Probability?

The critical issue with agroterrorism is the low level of technical knowledge required to use it in some cases. Any person with minimal understanding of microbiology can acquire the organisms and spread them, needing less technical know-how than what’s required for other forms of bio-warfare, including that against humans. This year, the federal government allocated almost $40 million to the USDA for agroterrorism. This indicates that federal officials take the potential for agroterrorism seriously. 

In an October, 2000 report, Responding to the Threat of Agroterrorism: Specific Recommendations for the United States Department of Agriculture, Anne Kohnen wrote that “Terrorists’ motives vary widely….The two most common today are the profit motive and the anit-GMO (genetically modified organism) motive.” After the events of September 11, 2001, that list should be expanded to include radical terrorists bent on harming the U.S. economy.

In Indiana, the agencies involved have plans in place to respond in case of a threat. Indiana State Veterinarian Dr. Bret D. Marsh noted, “We have veterinarians at the state and USDA level with the proper training in place to respond to and diagnose potential cases of foreign diseases.” At the time of writing, Indiana’s Board of Animal Health and State Emergency Management Association were working together on preparatory initiatives. That effort involved bringing together, informing and training individuals in the emergency management and agricultural arenas, thus moving Indiana to a higher level of preparedness. SEMA already had in place an annex to state law to handle local animal health emergencies. In case of nationally declared agroterrorism emergencies, the Animal and Plant Health Inspection Service has plans in place to react to threats.

Counterattack on Agroterrorism

Agricultural economists noted in the May 2001 Purdue Agricultural Economics report on Foot and Mouth Disease, “Given…the potentially devastating impact, the best procedure is not only to increase our border defenses against Foot and Mouth Disease, but also plan and organize in advance to combat it effectively when it arrives.”

Otto Doering, Purdue Extension agricultural economist, noted that the key determinants of the economic impact are:

· Geography – Where and over what area will the outbreak occur?

· Timing – How quickly will outbreaks be detected and dealt with?

· Strategy – What strategy will be used to respond to the outbreak?

To prevent or reduce the impact of diseases, Kohnen listed four areas of USDA concentration. They look at:

1) the organism level, through animal or plant disease resistance;

2) the farm level, through facility management techniques designed to prevent disease introduction or transmission;

3) the agricultural sector level, through USDA disease detection and response procedures; and

4) the national level, through policies designed to minimize the social and economic costs of catastrophic disease outbreak.15
For example, Kohnen recommended that to reduce the threat and costs of an attack at the organism level, the USDA should be ready with vaccines for the major forms of diseases affecting animals. At the farm level, the USDA should establish a Biosecurity Program to educate farmers on biosecurity best management practices. Other methods would include training veterinarians, veterinary students, and plant pathologists on countering agroterrorism with emphasis on early diagnosis of potential diseases. While much information exists, this program needs a thorough analysis of best management programs before development.

In addition, Foster adds, “It is important to place great emphasis on a detailed plan which clearly spells out the degree and mechanisms by which producers will be compensated for losses. The compensation plan has to clearly eliminate the private economic incentive to hide an outbreak that a producer faces. The cost of many contagious livestock diseases is so great that the rest of society can easily justify compensating individuals for early reporting.”

Implications and Public Responsibilities

At the national level, contingency budgets should be in place to fund disease eradication and compensation costs, and public affairs programs that bolster public confidence in the food-production system. At the state level, labs should be given diagnostic capabilities and screening authorities to facilitate rapid diagnosis. At the local level, communities should identify a coalition of local officials, such as law enforcement, emergency management, Extension, American Red Cross, and other leaders to address and respond to local disasters. The American Red Cross offers a comprehensive plan called Building Disaster Resistant Neighborhoods.16 While this does not specifically address agroterrorism, the process in this plan can help a community become more disaster resistant.

People concerned with potential agroterrorism should take steps to be informed. The USDA, Federal Emergency Management Agency, and Land Grant University, including Extension can be excellent sources of objective information. Also, concerned individuals may want to be involved at the local level to be sure that community disaster plans are addressed. And, finally, they should have discussions with key people about their concerns and share their opinions with lawmakers.

Agricultural leaders, key stakeholders, and lawmakers must work together to make sure that the proper laws, procedures, and resources are in place to mobilize quickly and resolve any infestation.  That includes rapid detection and containment to reduce the spread of infection and impact on the U.S. economy. In addition, specific measures must be in place so that farmers and others in the agricultural sector have the proper education for detection and eradication. The information flow must convince farmers, as victims of an attack, that the proper eradication steps and economic reimbursements are in place. Once the proper steps have been taken, a consumer awareness and public education campaign must take place to restore domestic and international consumers’ confidence in the food supply.

Resources: Pennsylvania House Bill 116 - http://www2.legis.state.pa.us/WU01/LI/BI/BT/2001/0/SB0116P0120.pdf
Purdue Agricultural Economics Report:

http://www.agecon.purdue.edu/ext/paer/2001/paer0501.pdf
National Biosecurity Resource Center for Animal Emergencies

http://www.biosecuritycenter.org/nbrctoc.htm
Indiana State Board of Animal Health

http://www.IN.gov/boah/
USDA, Animal and Plant Health Inspection Service

http://www.aphis.usda.gov/
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